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About the Sequentia Presents series
Alook at the current state of identity management on the social web, the
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ur online identities have become a vital part of who we are,

and how we present ourselves to the world. Job seekers want

potential employers to find them on LinkedIn ... but maybe
not on MySpace. Meanwhile, online customers struggle with a dizzying
proliferation of passwords and profiles. Amazon, Blogger, eBay, Facebook,
Google, Huly, LinkedIn, MySpace, Netflix, PayPal, Skype, Twitter, Yahoo
- many people have separate accounts on all of those sites, and numerous
smaller ones too. How can they easily maintain their online security and

privacy, and control how much information they share?

Simple: they can’t. Not yet. The World Wide Web is between 15 and 19
years old, depending on how you count, and like any awkward teenager, it
is still grappling with identity issues. The first plausible identity-manage-

ment solutions have only just emerged.

The stakes are high. An organization that controls online identity man-
agement will become the gatekeeper to the entire social Internet. But this
war for control of all online identities began on a much smaller scale: with

the humble cookie.

IN THE BEGINNING WAS THE COOKIE

The http prefix in browser address bars stands for HyperText Transport
Protocol, the language used to request and transmit World Wide Web

pages. HTTP is a ‘stateless protocol’: any individual request for a web page

has no knowledge of any previous requests. But a

It has been
obvious for a
decade that
the status

user’s state, such as whether s/he is logged in, is
often critically important. To solve this problem,
since the dawn of the web, browsers have allowed
sites to store ‘cookie files’ on users’ computers.
Cookies have become a primitive form of identity

management, in that web sites use them to verify

users’ identities. But for security reasons, sites can- quo ]_"]_GEdS
not access each others’ cookies, so users must log .

. . a major
in separately to every site they use.

upgrade.

The resulting problems are many and thorny. Users

must create and maintain many separate online ac-

counts. If they use a single password, their online security is only as good
as the least secure site they have ever used; otherwise, they must manage
and remember numerous passwords, which leads to weaker passwords
and lessened security. Cookies can also compromise a user’s privacy.
Meanwhile, every web site must build its own elaborate login, password,
and forgotten-password infrastructure. We’re all so accustomed to this

clumsiness that we take it for granted ... but none of it is necessary.

It has been obvious for a decade that the status quo needs a major upgrade.
During the first dot-com boom, Microsoft’s Passport and Sun’s Liberty Al-
liance spent many millions of dollars and inspired hundreds of hype-laden

stories as they battled for control of ‘digital identities.” Both lost. Neither
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users nor third-party web sites evinced any interest in adopting either

standard.

After that expensive debacle, the industry abandoned en masse the idea of
better identity management. It was an unattainable dream. That was obvi-

ous — to everyone except Brad Fitzpatrick.

ENTER OPENID

Fitzpatrick is the creator of the seminal social-blogging site LiveJournal,
which ranks among the Internet’s 100 most popular sites. In May 2005,
he developed not just a new authentication system, but a whole new kind
of authentication system: a decentralized one that did not rely on any
central clearinghouse, designed “not to crumble if one company turns evil

or goes out of business.”

OpenlD is a simple protocol that makes it possible for web sites to consult
each other to verify a user’s identity. This makes it possible to, for ex-
ample, log on to LiveJournal with your Yahoo! ID. OpenlID can also work
in conjunction with OAuth, which allows users to award strictly limited
rights to access their data: users could, for instance, use OAuth to give a
printing site temporary access to their private Flickr pictures without ever

surrendering their Flickr password.

Combined, OpenID and OAuth could solve the Web’s too-many-passwords

problem once and for all ... if they were

universally supported. However, while many
of the world’s major web sites let you use
their IDs to log on to other sites via OpenlD,
like Yahoo! in the example above, very few
are ‘relying parties’ that allow you to log in

using other sites’ IDs.

sites to consult

The problem is that while OpenlID is good
for users, it offers little to web sites. By
become a relying party they sacrifice both
control and significance; furthermore, it
becomes more difficult to require new users
to register their email and other personal
information. Sites are understandably reluc-

tant to make those sacrifices when there is I Openl D

no tangible benefit.

But that is changing. In May 2009, Face-
book became an OpenlD relying party. Other major sites are expected to

follow this year.

Facebook’s adoption amazed many, because the conventional wisdom had
been that they were OpenlD’s biggest competitor. But as is so often the

case, the conventional wisdom was completely wrong.
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ONLY CONNECT

In December 2008, Facebook launched Facebook Connect. Despite the
misapprehension of many, it does not compete with OpenlID. It’s far more

ambitious than that.

What Facebook has realized is that online identity is far more than just a
login and password; it includes a user’s profile information, and, crucially,
their social network. Facebook Connect allows other web sites to access
Facebook users’ information, including their profile data, their informa-
tion stream, and their network of friends, if not forbidden by privacy
settings. It’s not intended as a login

service; instead, it’s used to access Facebook data on other web sites.

For example, suppose Alice is on Gawker.com, and wants to know which
of her Facebook friends has recently commented on Gawker posts. First,
Gawker has her log in to Facebook to prove her credentials ... which she
might do via OpenlID, using her GMail account. Gawker then uses Face-
book Connect to access Alice’s list of friends, cross-references that with
its own data, and tells her that her friends Bob and Carol have recently
commented. (It doesn’t tell her about Dave, though, because his Facebook
privacy settings forbid it.) Then, when Alice comments on a Gawker post

herself, this fact is echoed in her Facebook information stream.

Facebook Connect makes life easier for other web

sites; acquiring and maintaining user profile and

What
Facebook
has realized
is that
online

relationship information is difficult. But this is by
no means altruism. Facebook is offering to take
that headache off other sites’ hands, and to pro-
vide access to its massive userbase, because they
want people to have only one online identity: their
Facebook identity. If Facebook Connect becomes
popular enough that it turns into the de facto stan- . . .
dard, Facebook will become the Internet’s master ldentlty 1S
repository for social information, and will control

far more

the fundamental building blocks for all social ap-

than just a

plications on the Internet.

login and

Needless to say, that will be a very valuable posi-
tion, and they have competition. Twitter offers Pas SWO rd
much the same thing with Sign in with Twitter,
and Azigo and Kantara have launched similar ini-
tiatives. Facebook Connect’s most serious competi-

tor, however, is the combination of Google and

MySpace.

That odd couple launched Open Social in Novem-
ber 2007. Initially it was just a toolset that made it easy to build and

embed applications in social-media sites. Facebook apps such as Scrabu-
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lous and sheep throwing were all the rage, and Open Social was aimed at

that market. In May 2008, however, Google added ‘client libraries’ which
allow Open Social sites to provide user profile and relationship data to
other sites, and began to market the combination of OpenID, OAuth and
OpenSocial as Google Friend Connect. Like OpenlD, Open Social is de-
centralized: any social- media site can provide Open Social data, although

currently only MySpace, hi5 and Google’s Orkut do so.

But Facebook is unquestionably the world’s dominant social-media site
right now; Facebook Connect is already in use on sites such as Gawker,
USA Today, Citysearch and Meetup, whereas it’s hard to find even a single
real-world site that uses Open Social’s client libraries; and only Facebook
has access to the profiles and social networks of its 200 million (and
counting) active users. That makes Facebook the 800-pound-gorilla in
pole position. And if they win this race, Facebook will dominate social

media even more thoroughly than Google dominates search today.

WHAT THE WEB WANTS

Users

The average Internet user doesn’t much care who ultimately provides an
elegant identity-management service, so long as somebody does. What
users want is ease of use, security, the ability to control who gets to see
their information, and no more duplication of that information in doz-

ens of different places. They also want the solution to be widely adopted,

or it’s useless, and will eventually want it
to support stronger security measures than

passwords, such as biometrics.

Web sites have a more complex perspec-

tive. They want to know everything they can
about who logs in to their services. OpenID
reduces that information slightly; Facebook
Connect intends to offer sites data such as
usage, publishing, clicks-per-share, request
and notification stats, although their docu-
mentation currently reports these features as
Coming soon. Open Social makes such data
gathering possible, but doesn’t provide any

specific tools.

thoroughly

Sites also want to be able to directly con-
tact their users. OpenID doesn’t necessarily
provide them with an email address; Face-
book Connect doesn’t seem to have any such
feature yet; and Open Social, again, makes it

possible, but doesn’t guarantee it.

What sites don’t want is the headache of dealing with multiple userbases.
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Determining if Jane Lee in your local database is the same as Facebook’s
Jane Lee is bad enough; but what do you do when Jane has changed her
friend network in one context, but not the other? Worse yet if you're
using Open Social and drawing data from more than one source. Such
complications mean that most sites which use Facebook Connect or Open
Social will either use them only minimally, or ultimately adopt them as
their primary source of user information.

Most sites would be happy to outsource all their user and social-relation-
ship management - but they’d rather not be too beholden to any identity-
management provider. OpenlD and OpenSocial are OK, because you can
decide which sites to trust, and change over if necessary ... but relying
purely on Facebook for user information may be too much to ask. That’s

the main obstacle in the path of Facebook Connect.

But Facebook Connect is more mature and easier to implement than Open
Social, and the allure of free access to Facebook’s pre-existing 200-million-
and-counting userbase is strong, for both newer sites desperate to grow
and mature sites eager to add social applications. Ulti-
mately, the combination of Facebook’s userbase growth,
and the decisions made by individual sites, will determine

the success of Facebook Connect, Open Social, or neither.

THE STATE OF THE ART

The chart on the following page shows the various identity management
services today, and how they meet the criteria summarized above. It’s fair
to describe the current state of play as two simultaneous battles:

¢ Individual logins vs. OpenID

* Facebook Connect vs. Open Social vs. the status quo. (With “Sign in

with Twitter” as a dark horse.)

The first battle is not over. While OpenlID is certainly better for users, and
many major web sites (including Yahoo and Google) act as OpenlID pro-
viders, few major sites have become OpenlD relying parties. Still, there is
no real alternative to the plethora-of-passwords problem that increasingly
plagues the Internet, and OpenlID’s adoption strategy - sites first become
providers, then slowly come around to being relying parties — seems ef-
fective. Facebook’s full adoption of OpenlID is likely to break the logjam
and pave the way to further expansion, not least because the adoption

of either Facebook Connect or Open Social mitigates the downsides of

OpenlD.

The duel between Facebook Connect and Open Social is more interesting:
it is as much a philosophical one, between centralized control and a dis-
tributed network, as a practical one. Right now Facebook is in the driver’s
seat. It is worth noting, though, that the years-ago competition between

Passport and Liberty Alliance was similar — and in the end, both lost.
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Individual logins OpenlD Facebook Connect Open Social
For Users
Simplicity X v v v
Privacy controls X X v possible
No password duplication X 4 not really a login service not a login service
Supports stronger security X 4 not really a login service not a login service
No profile/relationship duplication X logins/ passwords only v 4
For Hosts (eg web sites)
Ease of implementation moderate easy to moderate moderate complex
Access to user info v X v v
Ability to contact users v not necessarily indirectly possible
Gather usage statistics 4 v eventually possible
Outsource login handling X v possible possible
Get profile/relationship info from X X v v
elsewhere
No dominant provider v v X v
For Providers
Audience (millions) Ubiquitous Many providers, few ~200 million and ~200 million and

reliers growing stagnating

Centralized identity management X X v X
Decentralized identity management v v X v
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NEXT UP IN THE
SEQUENTIA ENVIRONICS PRESENTS SERIES

Running a business in the cloud: from Amazon to
VMWare, understanding the major vendors’ offerings,
comparative pros and cons, and what to consider when
you consider migrating.

By Jon Evans

Check http://sequentiaenvironics.com/blog/
for updates.
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